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Hashtag Genhenration is a youth-led organization run by a group of young
tech-savwy Sri Lankans working towards building a society where
everyone has the skills, information and tools to be active participantsin
making the decisions that affect their communities, technologies and
bodies. The group adopts a non-partisan approach and works with the
strong conviction that decision-moking at all levels should remain
tranaparent and inclusive in order to remain sustainable and build lasting
peace in Sri Lanka, We mobilize gocial and new media tools to raise
awarenesas and catalyse dialogue on important social issues that affect
youth, We work on three main components, hamely - trainings and
outreach, communications and advocacy, and social media trend analysis,

The organization which started as a completely vokmnteer-run model in

2015 has how transformed into a full-time operation, Our work consiets

of initiatives auch o2 advocating for youth participation in

decision-making, strengthening women's civic and political engagement,

advocacy for the rights of ethnic, religious and aexual minorities and

raising awareness on the importance of cyber gecurity and countering
misinformation and online hate gpeech.
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In 2019 about 34% of the population in Sri Lankahad access to theinternet and it is reported that
by January 2021, this had increaged to 50%'. As internet penetration gradually and steadily
increases in Sri Lanka - including due to Covid-19 responses that sent education, information, work
and other aspects of ife online to varying levels of succeas - there is dleo an increase in various
kinds of expreasion and gpeech onh the internet. Almost all internet users in Sri Lanka are social
media ugers? and much of this expression and speech occurs on social media. Research by Hashtag
Generation and other civil society groups?® indicate that thig includes a prevalence and proliferation
of online hate epeech,

Such speech is hot hew nor does not occur in a vacwim, “Since ite independence, Sri Lankahas seen
the rige of various ethno-nationdlist factions, often backed by governments, which used
ethno-nationalism for political gain“* and online hate speech is situated in this ohline-onground
continum of ethno-religious nationalism, And all of this is in keeping with a groundswell of raciam,
ethno-nationalism and intolerance in South Asia and worldwide.

TAnnex 3

2 Helanit Galpaya, Avesha Zdinudeen and Tharaka Amaraginghe, AfferAccess ICT access and use in Sri Lanka and the Globd South (LIRNEasia
2019) hitpa:/ lirneasianet/2019/ 05/ af teraccess-ict-access-and-use-in-ani-lanka-and-the-global-aouth-presentation/ accesged 2 April 2021,
Sfnnex 1

* Democracy Reporting International, Social Media Analysis - What Facebook Tells us about Sociel Cohesion in Sri Lanka (Democracy Reporting
International 2019
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As noted by the United Nations Special Advisor on Genocide Adama Dieng, "we all have to
mrrnembertharhorecnms:sprecededbyharespeech ...we need therefore to make
evewefforffoodd*esshafespeedw"ﬁTherersamrrberof fachcsmofaﬁerrpffo_

o __ - “any direct respx tohnfefuior Flf

This trilingual toolkit aims to strengthen the capacities of civil society actors and anyone elee who
wants to address hate speech through countergpeech, It offere definitions and contours of hate
speech, introduces types of counterspeech, shares some good practices and strategies for
creating counter narratives, and briefly discusses the ecosystem of tactics in addressing hate
speech that counterspeech is also a part of, This toolkit was developed by collecting good
practices of countering hate speech in Sni Lanka’ as well as a desk review of exigting knowledge
resources and tookkits on counterapeech?®, critically engaging with the practices and resources in
the context of the current internet and social media landscape of Sri Lanka® and the legal
frameworks applicable to freedom of expression in the country'®, and coming up with strategies
and recommendations that are specific to the geographical, political and cuttural apecificities of Sri
Lanka,

We hope you find this to be a useful resource in our collective struggle to free our communities -
both online and onground - from hate speech and nurture narratives that celebrate our diversity.

© Adama Dieng, Stopping Hate Speech (United Nations 2019) htpa:/ fwww.youtube.com/watchPv=rnbcQT-bBak&it=1422 accessed 3 May 2021
¢ Dangerous Speech Prgject httpat//dangerousspeech.org/counterspeech/

“Annex 4

" Annex 1

? Annex 3

W Annex 2
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There is ho single or singular definition of hate speech and what gﬁfufes “hate" can be both
univereal and extremely context specific. With this in mind, we share a few frameworks and
definitions that explore the parameters and challenges of hate speech,

Devebped by Gehcm Gunahlleke a Iawyep and schoiar' from Sri Lanka, the concenfrrc circles of
harmful speech! is a model that is helpful in identifying where hate speech is located within various
kinds of harmful speech. Below ig an adaptation of it for the purposes of this rooikn“

szizhp;g Helames, el ‘Providing remedies '
. peg‘ or‘ *
inaulte g person E.g civil dmnges for
" defamation, reporting
Speech that conveys mechanisms on platforme
hwpe-d ' ‘ ‘Countering'
particular group E.g. creating and sharing
Speech that incites counfer - messaging
others to commit octs . ‘Regulating
of hatred against a E.g.impose civi
particuar group sanctions (dismissal,
revoking licenses)

Speech that v &
apecificdlly incites ‘Prohibiting
others to commit E.g. the etate may

acts of violence investigate prosecute

and puhish

As shown in the above figure, fhefypesof hor‘mfulspeechombe drfferenfmfedaccordmgfo
ﬂ‘\e mi-ensxfy of harm ccm.ed by the speect S:mi!mw rhe mfensrfy of ﬁ-ue r*esponses shouid




As noted by scholar Susan Benesch and the Dangerous Speech Prqject, hate apeech can be
“vague, broad, and in practice, everyone defines it differently” 5, A few questions to keep in
mind when trying to identify hate speech are:

N N 3

How infense and sustained Who feels the hate in hate What are the social norms
must speech be to be gpeech? The speaker, the and contexts (whether

identified as hatred? target of speech, others social, political, cuttural)
exposed to the speech, all that inform how hate is
of them? expressed and perceived?

2Article 19, Principle 12{1)5i) of The Camden Principles on Freedom of Expression and Equality (Article 19 2009)

5 Dangerous Speech Praject, Dangerous Speech: A Practical Guide (Dangerous Speech Prqject 2020) hitpe://dangerousapeech.org/guide/
accessed 25 March 2021

¥ United Nations, United Nations Strategy and Plan of Action on Hate Speech (United Nations 2019)

https:/ fwwwin.org/en/ genocideprevention/hate-speech-strategy.shiml accessed 25 March 2021

¥ Dengerous Speech Prqject, FAQ (Dongerous Speech Prgject 2020 hitpa/ /dangerousspeech.org/fag/ acceased 25 March 2021
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The Rabat Plan of Action’ introduces a gix-part threshold test which ie alao ugseful in making a
digtinction between freedom of expreasion and incitement to hatred which is as follows:

antent and form of the speech
Extent of it dissemination

The social and political -
Status of the apec

@

Itis parhcular!y important fo be reflexive in ow we ident  hate spee
=it VAs illustrated by recent examples, mcludung in Sri Lanka'®, fhe
legdl fmmewor*k that is apphcdale to hate speech’ can often be used to crimindize legitimate
gpeech and to silence and shut down dissent including by journdlists, activiste, cartoonists,
bloggers, writers, artists, members of ethnic minorities, efc.

nt toincite the audience against a target group  [8) L  of harm, including imminence

v O "%,n »?‘m

)

1

The social and
political cont

“toincite

the audience
against a

farget group




Many researchers have documented the prevalence and proliferation of hate speech in Sri Lanka®
and a key recommendation emerging from much of this research is fo promote counterspeech as
akey strategy to address hate speech?, The Dangerous Speech Prject defines countergpeech
as “any direct response to hateful or harmful gpeech which seeks to undermine it'# and
recoghizes fwo main types of counterspeech: “organized counter-messaging campaigns and
sponfaneous, organic responses”.® Thig tookit congiderse both of these and provides tips and
strategies for both proactive and reactive responses to hate speech.

Counterapeech is along term strategy that needs to be nurtured and sustained in order for it to
be effective, While it can be difficult to ascertain if counterspeech has been successful or
effective, generally there are some broad parameters that can be considered.

X The person/people who made meongml (hafe) speech have constructively changed their
beﬁefsand/or*behcwor o el
%therg whe wi‘l‘hessed ar par'hc:pafed m fhe exchmge be1wa>en The hafe speech and

Thege are not easy parameters to monitor or track, whether manually or by automatic including
through methods ke neuro-linguistic programming (NLP). However, the following infographic?
provides some examples of the ways in which counterapeech can be done and detected,




ucas Wright, Derek Ruths, Kelly P Dillon, Haji Mohammad Saleem, and Sugan Beneach
Berkman Klein Center for Internet & Society, Harvard University, School of Computer Science, McGill University
Department of Communication, Wittenberg University Dangerous Speech Project

One-to-one
Exchanges, of ten lengthy, between two accounts,
Remarkable shifts in tone were observed.
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One -to- many
A single user responds to many others, Can aleo be deacribed
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Many civil society organizations and community groups in Sri Lanka aiready create counterspeech
content and campaigns. We collected examples of such content and campaigns® to identify and
distill good practices and strategies embedded in them, and put them together as a tookkit for
anyone inferested in countering hate speech,




You can use the earlier sections on identifying hate speech and
understanding counterspeech to identify the iaaue(s) you want to address,
You can try to determine whether they constitute hate speech and in
ingtances where it might have escalated to incitement to violence, consider
additional strategies to address it like reporting to platforms or flagging to
law enforcement where there's imminent threat of violence,




Once youhave udenhF ed hate speech that youwant to counter, youneed to deqde which appr-oach
you will take, As noted eariier, there are two main types of counterspeech; “orgonized
counter-megsaging campaigns and < 2, organic responses”.® In the planhing phose it is
helpful to be clear if you're responding inatantaneously to a real time ingtance of hate speech (more

; reactive) orif you're going to plan a long term and sustained response to a pervasive or anticipated
occurrence of hate speech (more proactive). This clarity will inflience all the other decisions you
make and strategies you uge in the four phases,

x Example of a more reactive counterspeech:
#StopForcedCremations video by Hashtag Generation
hitps:/ /Twitter.com/generation_al/status/1354304500341858309

Example of a more proactive countergpeech:
40D gpogd & by Blok & Dino
hitpe!/ fwww.youhube com/wal ch?v=Kwhiva TVIKUPS




T Annex 5
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Identifying audiences and platforms during the planning phase ie esgential because this would
influence your ohjectives, messages, formats and languages of the messages, etc,

It is helpful to segment vour audience in relation to the hate
speech you want to counter and where possible, identify specific
actors within those segments. Some of these segments could
inclide those who begin or lead the instances of hate epeech (ex-
extremist groups, politiciang), those who are most engaged in
propagating it (ex- some media ingtitutions, adming of
ethno-national Facebook pages), thoge who are mosat engaged in
challenging it (ex- some media institutions, human rights activigts),
and those who are reluctant or undecided participants/
spectators (usually difficult to pinpoint but an important segment
ex- Sinhdla Buddhist university undergraduates with moderate
views). Once you have identified the audience segments, you can
map them according fo their interest or investment in the iague
influence they hold over it (Annex 6). Thig will
help you determine which audience segments your counterspeech
content may have a poaitive effect on as well as those who don't
need to be reached either because they are dready convinced of
your messages or becauge they are extremely opposed.

and the

Olwel angd

P

©— 5

[




- 'dlden}iﬁaﬁd--}he-ﬁafé '.speech you want fo counter
| Identified if your campaign is proactive or reactive
7) Done your context analysis

' } Identified audience segments
f Mapped the audience segments
f ldentified your farget audience segments
7] Selected your platforms |

3K The person/people who made the original (hate) speech have constructively changed their beliefs and/or
behavior, or
X Others who withessed or participated in the exchange between the hate speech and counterspeech have
had their beliefs and/or behavior positively inflienced by it, or
3 Audiences of counterspeech begin to exercise more skepticism, diigence and reflexivity when they see or
experience hate speech, or
| X Audiences of counferspeech are motivated to further disseminate them.




strategy. You can create these goals based on your audience journey hmelmes For example, -
“we want some messages that will cauge people generally to evakiate information more critically
and be less susceptible to msmformahon/rumom about X; we want other messages that will
make people understand the negdtive consequences if they are thinking about spreading or
acting on specific measages.” These types of content categories will help you design a content
strategy and pmor-mze time and resources for different types of content. You can develop
gener-al gurdelines for conrem” in addmon fo specuﬁc pxeces of confenf

The timeline and duration of your counterspeech interventions will determine the volume and
intenaity of content, allocation of work time, budget allocations and other factors, If the behavior
change you're gseeking is more urgent and reactive, then you can decide on a strictly timebound
campaigh with infensive messaging. If the goals are more longterm and sustained then you can plan
a longer campaign with intervals marked for stocktaking and learning. For either of these, you can
also take into account national and international days that are significant and relevant as well as any

events and other milestones,

Of_m Vou hc:ve YOUP ovemil confenf 900|S you can devebp specnﬁc :

pr'eveni' Mence membens ﬁ"om

3 Rachel Brown, Defusing Hate: A Strategic Communication Guide to Counteract Dangerous Speech (United States Holocaust Memorial Museum
2018) httpat/ fwwwushmm.org/m/ pdfa/20160229-Defusing-Hate-Guide pdf accessed 25 March 2021
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Identified audience
gegments

ﬁapped the audience segments ?:

Donhe your context analysis

\\m““\““\“\\\“

e N
Identified your target §
audience segments
- 3
——y :
Identified if your EL .
campaigh is proactive R N\
i N Selectedyour |
or reactive § o 4 E
Decided on your
counterspeech ohjectives
Identified the hate \ ST S
apeech you want to E
i E Planned your timeline
s sEsESsST=

and budget
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There ie no preacribed way of creating messages. Some effective
strategies learnt from the repository of good practices® include humor,

storyteling, restimonies and acticnable meszages, However as the planning
phase illuetrated, you are best positioned to make informed decigions on the
messages that will work best for your target audience, So this section will
focus on what to avoid when crafting messages.




lived experiences, efc, that ground them. You may not always need to cite source material,
especially when based on your own research, but crediting your sources can increase the
credibility of your counterspeech as well a2 acknowledge their roles,

RS
b

memes), it is imperative that you get congent to do 20. And accommodate requests like
anonymizing, hiding the redlidentity and other things that may make them feel safer about sharing
their stories or content. Even when it is something that wag published publicly, it is possible that
the author did not intend it to be uged for any other purpose than what they wanted, Consent is
aleo ongoing and dynamic o you should make it clear that they can take their congent back if they

feel unaafe or uncomfortable at any point.,
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FORMAT

EXAMPLE

Countering Hate Speech Campaign by Hashtag Generation

SEEB gEvn ERGR iz BR0 wmwd fwwerbe 10 @ by Hashtag Generation

2% Short form videos hitpa:/ Mwww inatagramcom/ p/ COFL_2PoBER/
. Patta Hiatory
Long form videos R tpa:/ Mwwayoufube.com/chennel/ UCHB X Ograv@IBSYNSFEF
Memes hitpey/ /pbs fwimg.commedia/EodCabIAACER-ormat=ipg&name=small
o On Living and Dying as a Muslim in Sri Lanka by Adiloh Ismoail
2% Newsletters hitpa//aifecfeaturdays substack com/p/ an-iving-and-dyving-os-a-musiim-in
Infographics Sisterhood Initiative hitps:/ fwww ingtagrom.com/sisterhood initiative/
Tik Tok videos Respect every religion hitpa/ /vt tiktok com/ZSIATIyT4/
L Political cartoons of Sri Lanka by various cartoonists
2% Cartoons hitps/ fTwitter.com/cartoonika
7 Comicsorgraphic |  JuwairiyaMohideen's story by Isuri
Novela I https/ Fwww Frontinedefenders.org/ aites/ defoult /filea/cypher04 paf
o Home by b
-%. Photo essays " by
Twitter bota Queer Affirmations Bot by Jackie Henke hitps:/ / twitter com/queer_offirm
Live broadcasts or Youth Press Coriference on Forced Cremations
Webinara hitpe:/ fusav Facebook.com/ 14850757 74309484 /videos /717 973558855743
Podcasts and Shhh Talkshow by Shanuki de Alwis and Shifani Reffai
Tak Showe hitpsy/ Ay outube com/c/ ShhinTdlikshow/ Featured

hitpe/ fwww Facebook.com/ 145507577 4805484/ videoa/1162355434118350

Sri Lankans Against Hate Speech
hitpa:/ /www focebook com/groups /284832152529707

Tales from the Crypt by the Women and Media Collective
hitpay/ fwormenondmediaorg/taes-from-the-crypt/

#butterfliesfordemocracy
hitps/ fwww Facebook com/haghtag/ tutterfliesfordemocracy
] Easter Attack Survivors Project
Instagram stories tittpe:/ fwww inetagram.com/ east epat tackeurvivoreprqject/
Audience participation Open call for storytellers hitpa:/ Awww.instegromcom? p/CM_2nerhoxx/
through competitions,
exhibitions, etc.

Digitized by Noolaham Foundation.
noolaham.org | aavanaham.org



o Completed the PLANNING phase \
o Crafted your messages

o Considered citations and consent

o Decided on the format(s) of your content X

Language and access are separate but interconnected considerations when producing your
countergpeech content, Following are a few tips to keep in mind,

" The primary language(s) of your content should idedlly corregpond to the primary
language(s) of the hate speech you're trying to address and the audiences you're trying
to reach, However a secondary language can be inckided in aubtitles or closed captions.

While ’mlrngua! confenf i commendable if you have the resources to rmnage it, it should
be noted f'hle = YT ~f _ ; 2

hees uttural contexts of the (ex—AsemesofmerresH'loranebosed
ona Sanhaia c:ulfuml r‘efer‘ences like song hﬂeg may not evoke the same effect or
message Tamil or Engligh),

Creative content that requires 1l or no languace in order to be understood is dlso
~ effective and helps you overcome some of the challenges around language.

" If your team ig not trilingual, make adequate budget allocations for translation and
interpretation services, Or set up mutual aid skills exchanges with other groups,

@)



The context analysis would have helped you identify which skille and toole you have within your
organization to create counterapeech content and what you need externally.

If youre able to collaborate (paid or unpaid) with popular content creatore who are not
antithetical to your organizational vakies, this could be a useful strategy to produce high quality
content that is informed by your research, evidence and point of view. However this strategy
could backfire if your collaborators change their positions and views. Some civil society
orgahizations also partner with advertising agencies to create campaighs and if you choose to do
this, it's important to sensitize them to the nuances of the messages you want to deliver,

Creating confent in-house is an option many civil society organizations choose, An organizational
communications strategy that is implemented by dedicated personnel is the ideal scenario but
depending on your resources, you can also use online tools to create content and aftend training
workshops to build your skills,
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This is a non-exhaustive list of free and freemium tools in no particular order.

S s S Moo
. - Stock phatos KM i ; Ps:/y, ehgt,
- | . ; ; e
osil {piin SO %Canva hitpe:/ wew.canvacoms b :;fgm”
o com/hone PRPoE o/ uuy ol oy s
/‘) J/’ﬂ:"l‘:«:bay hf_l‘pg:/’/pixabay,cgm/. ;
£ K Freepik Attps:/ Y freesik comnome
U REnvato hitpa:/ /elements.envats coms
Bots ' e : .
X Cheap Bots, Done Quick!  L__ Video and audio editing
https:/ /cheapbotsdonequick com/

% Avidemux hitp// avidemux sourceforgeet/
x-Audacity httpa/ [ www.audacityteam.org/
¥ Wavosaur nttps:// W wavosour.com/
X Wevideo hittps:// wiww wevideo.com/
* Kate's video tookit
httpst/f kate-e-video-toolkit informer.com/
¥ Animoker httpst// weaw.animokercom/

e

HKArtbot
hitp://artbot.combinatorium.com/#!/ tracer
Xy

The bot ideas generator
httpai//maotteomenapace github.io/random-g
enerafor-geherator/examples/bot-idea-gene
rator/

This is a list of toolkits and tutorials, again in no parficular order
X Take Back The Tech compaign kit it ps:/ /www fakebackt hetech net/campoign kit
X Feminist Forwards: Creating content to make the internet work for you

https./ fwww. FakebackThetechnet /blog/whataapp-forwards-good-morhing-Feminism
K Even machines dream: Femiist robots for Tuitter '

hitpai/ /github.com/stepaclal feminiat-robats-Fop-twitter/blob/moster/quide.md
X Digital marketing and fundraiging tips for nonprofits hitps:/ /wwanptechforgood.com/!
3 Best practices for online aubtiting hitpa:// engagemedia.org/help/best -practices-for-onfine-aubtitling/
X Video and audio compression hips:/ /engagemedia.org/help/ video-campression-guide/
3 Starting your podcast P )

hitpa:/ fwwwnpr.org/2018/11715/662070097 /starting-your-podcast w-guide-for-students
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It ia important to leave ample time in your pian for feehng prcofneadrng, r*ewsmg and ﬁnaltzmg your
content. Testing includes cuicience ¢ hy o :

of your content. Once you have ﬁnaﬁzed your confenf yoxfre r'eady For pubkghmg

Decided onthe
format(s) of
your content

F Congidered u;%ifzge and N
B\ accessibil \
Congidered citations s TS SSeSss
ond congent §
Y N
$
R S S S S L O St Learn + l ; coh fen + E
creation tools and gkifls N
N
D
Created content s
b~ e s

Completed the
PLANNING phage

Tested and finalized

. 3
\‘\\‘!..\.\‘\mut»~ content
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Cross-posting the same piece of content across a humber of platforms is
§ convenient but often not effective. For example, an infographic that was
‘ created for Instagram won't digplay or read the same way on Twitter. Tools
ke Conva offer templates that help you customize confent for the
platform af vour choice, It's dieo important to remember that all platforme
are not equally optimized for all formats/ types of content o being

selective can save you time and resources

#Alfred Lua, What to Post oh Each Social Media Platform: The Complete Guide to Optimizing Your Secial Contett
https://buffer.com/library/what-to-post-on-each-socia-media-plat form/#what -to-post-on-each-social-media-platform acceased 26 April 2021
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Mogt often, it's you who has the answer to thege two questions.
The built-in analytica/insights on your social media pages, the
analytics for your website and newsletter all offer inaichie an
which days ond times your audience is most engaged. It can also
be ugeful to observe and even conault other local groups with a
similar profile and mission to yours and compare notes. If you're
Just etarting your communications work, you con use the testing
period to experiment with different combinations of content,
dates and timea to find out what works best for you.

How often you post content will depend on the urgency and timeframe of the campaign and the
platform you use, If reach and engagement ie driven by digorithme ag with Facebook and
Instagram, it makes senge to post leas frequently so that you don't dikite them. But if they are
driven by chrohology as with Twitter, then you can post more frequentty




Once you have laid out your diegsemination plan, you'll be able to gauge how much time needs to be
committed by you for its fullimplementation, whether this is a practical possibility, and adjust plans
accordingly.

¥ Annex 1

 Joshua Brustein, Facebook Apologizes For Role ih Sri Lankan Violence (Bloomberg 2020)

hitps://www.bloomberg.com/news/ articles/2020-05-12/ facebook-apologizes-for-role-in-sri-lankan-violence accessed 2 April 2021
#httpsi//roarmedia/english
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Your countergpeech infervention doesn't end af the point of publizhing. In fact this final phage of
creating counterspeech content can of ten be the most crucial in ensuring sustained and longterm
counterspeech wark,

akfomfherfhmafywwﬁence:ifywweresponsive )
and communicative, then they will be too*."

o

Jugt as we attempt to find connections rather than being condescending or
combative when we craft our counterspeech, the language and tone we use
in dissemination should also be a way to invite engagement and conversation.
The hdllmark of successful or effective counterspeech would be a high level
of audience engagement - both poaitive and hegative - and this is something
to be prepared for. For positive or neufral engagements, you can decide
how often you want to engage and the kinds of tactics that might make your
audience respond (ex- gefting onboard a popular meme or hoshtag, an
exciting and not-too-complicated call to action).

“Henry Tuck and Tanya Silverman, The Counter-Narrative Hondbaook (Instifute for Strategic Dinlogue 2016)
hitps:/ /www.isdglobal org/ wp-content /uploods/ 2016/ 06/ Counter-nanrative-Handbook_Lpdf ecceased 2 April 2021
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In the case of negative feedback, in most instances the best practice is to
ignore I rather Than Tuel it, And report it if it's harmful speech, attacking IGE
the people featured in your confent, atfacking other individuale, etc.
However, there can aleo be occasions in which you can engage the negative
feedback to further your counterspeech narrative®, In addition to dll of
these scenarios, there is aleo the posaibility that other people on a platform
take it upon themselves to counter or engage the negative feedback.

We noted earlier in this toolkit that the legal framework that is applicable to hate speech in Sri
Lanka® is more of ten used to crimindlize legitimate speech and to ailence and ahut down diacent
inciuding by journaliats, activista, cartoonists, bloggers, writers, artists, members of ethnic
minorities, ete, In a democratic deficit, it is quite possible for your counterspeech campaign -
especially if it becomes well known - to be framed as hate gpeech towards the dominant ethnicity,

religion or both. And for those associated with the campaign to be criminalized.

While you may have considered this in the PEST during the context analysis (Annex 5), it is worth
revisiting thie discussion once the campaign has been published and keeping it as an ohgoing
converaation. And seek counsel from a lawyer if you're worried about how your counterapeech is
being received and shared.

Another aspect of safety and security is that any content and campaigng that are pubiliched and
nostad on thind party plaltorme like social media platforms are never fully yours, Platforms could
remove them indiscriminately or block access to your account or in some inat temporary or
ongterm infernet shutdowns or plafform blocking by the etate®™ could make you loge access,
While we don't dways have the financial and technological capacities to maintain autonomous
infrostructure™, at a minimum we should ensure we don't treat social media platforms, Google drive
and other third party infrastructure as our only storage spaces.




‘Here concludes the four phases of creating

counterspeech content online. We hope you

have found useful tips, strategies and
frameworks for your work.

Good luck!
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There are algo other strategies to address online hate speech and usually our counterepeech
inferventions need to work in fandem with these to be effective and comprehensive,
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Reporting and redress mechanisims on platforms
can be used to flag harmful apeech that violate
human rights and platform community guidelines,
hitps/ /onlineharassmentfieldmanual pen.org/repo
rfing-ohline-haragament-to-plattorms/

Continue to document ond research the
prevalence and profiferation of online hate apeech
in Sri Lanka.

hitps/ /mashtaggeneration.org/ publications/ and
hitps!//deletenothing.org/

e

Prioritize mental haal ot for victims and

23 fa
1 LA

aurvivors of hate h and dangerous speech,

hitpa:/ /www facebook.com/ShanthiMaorgamsSL/
Capacity strenghhening ond awareness raising on
recognizing hate speech, understanding the
consequences of hate gpeech, ataying safe on the
internet, efc.

httpa:/ /aites google.com/site/ digisecsl/nome
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Opinions, B*tch: Technology Based Violence Against Women in Sri Lanka by Ghosha, Centre
for Policy Alternatives and Hashtag Generation®

"What emerged was a clear pattern of speech that was sexist, or objectified, harassed or
otherwise targeted women and members of the LBT community, The non-consensual dissemination
of intimate photos and videos was another disturbing trend found in the lead-up to this study, with
entire pages dedicated to such content, or difernatively linking to such content on third-party
websites, The findings of this report indicate the normalisation of gexist commentary, escalating
to and inchiding violence againet women and LBT communities, both online and of fline.”

Saving Sunil: A study of dangerous speech around a Facebook page dedicated to Sgt. Sunil
Rathnayake by the Centre for Policy Alternatives®®

"Sociadl media such as Facebook groups create virtual comminities who ‘gather’, bond and vent over
shared interests or causes, This like-mindedness is the glue that binds group members together,
Such groups become echo chambers where an inkling of hate is quickly amplified into something
larger by feeding group members information which simply reinforces that initial thought.
Intolerance of ‘outsiders’ or those who disagree or challenge the ethos of the group and vicious
hate speech targeting them os exemplified in the Saving Sunil group, is common,”

Liking violence: A atudy of hate apeech on Facebook in Sri Lanka by the Centre for Policy
Alternatives®

"A coneiderable amount of gocial media hate speech in Sri Lanka occure on Facebook. The ability to
like, share and comment on posts allows forume for supporters to engage, to plan ralies and other
events and keep all similar posts in one place. It dlso allows adming of pages to remove and ban
dissenting voices, dllowing a greater degree of control than platforme such as Twitter.,"




Opinions, B*ch: Technology Based Violence Against Women in Sri Lanka by Ghosha, Centre
for Policy Alternatives and Haghtag Generation®

"CS0s must support and act as advocates for long term public awareness campaigne on
technology-related violence, as well as on campaigns around digital literacy and comprehensive
sexudlity education. This can include counter-messaging campaigns to advocate for respectful and
inckisive speech online, This should ideally be supported by relevant line Ministries where possible,
CS0s must lobby the State to include digital literacy and comprehensive sexuality education in the
national cuprricuiums,”

Liking violence: A study of hate speech on Facebook in Sri Lanka by the Centre for Policy
Alternatives®

"Though there is no easy or prescribed solution, progressive thinking, proactive content
production, strategic interventions and careful monitoring can identify and neutrdlise the wider
harm online hate apeech can, if unchecked and allowed to grow, sustain and etrengthen.”

Countering Harmful Speech: Why Trust the State? by Gehah Gunatilleke™

“The type and intengity of interference may depend on the clagsification of the harmful speech.
The intensity of the interference can be placed on a spectrum, and should correspond to the
intengity of the harm that the gpeech cauges. At one end of the gpectrum, there can be
interference through private plints and counter-messaging. Next, there can be civil sanctions of
some kind, incliding boycotte, dismisaals from employment, and the revocation of licences, At the
other end of the spectrum, there can be criminal sanctions such as fines and imprisonment, It is
natural for the state to play a role in how society curbs harmful gpeech, Yet there may be good
reasons for minimising this role — particularly when it comes to imposing criminal sanctione. One of
the main reasons — and this reagon is particularty relevant to the Sri Lankan context - ia the loss
of truat in the gtate.”




Article 2
Everyoneis entitled to all the rights and freedoms set forth in this Declaration, without distinction
of any kind, such aa race, colour, sex, language, religion, political or other opinion, national or social
origin, property, birth or other status, Furthermore, no distinction shall be made on the basia of
the political, jurisdictiond or international status of the country or territory to which a person
belongs, whether it be independent, trust, non-self-governing or under any other limitation of
sovereignty.

Article 19

Everyone has the right to freedom of opinion and expreasion; this right inchides freedom to hold
opinions without interference and to seek, receive and impart information and ideas through any
media and regardleas of frontiers,

Article 19

{1} Everyone shallhave the right to hold opinions without inferference.

[2) Everyone shall have the right to freedom of expression; this right shall incude freedom to
seek, receive and impart information and ideas of dlf kinds, regardless of frontiers, either
orally, in writing or in print, in the form of art, or through any other media of his choice.

(B} The exercise of the rights provided for in paragraph 2 of this article carries with it special
duties and responsibilities, It may therefore be subject to certdin restrictions, but these ehadll
only be such as are provided by low and are heceasary:

“ For respect of the rights or reputations of others;
2 For the protection of national security or of public order (ordre public), or of public health
or morals,

Article 20

Any propaganda for war shall be prohibited by law,

[2) Any advocacy of national, racial or religious hatred that constitutes incitement to
discrimination, hostility or viclence shall be prohibited by law.




Article 14(1)(a)
Every citizen is entitled to the freedom of speech and expression including publication

Article 15(2)

The exercigse and operation of the fundamental right declared and recognized by Article 14(1)(a)
shall be subject to such restrictions ag may be prescribed by law in the interests of racid and
religious harmony or in relation to pariamentary privilege, contempt of court, defamation or
incitement to an offence.

Article 15(7)

The exercise and operation of all the fundamental rights declared and recognized by Articles 12,
13(1), 13(2) and 14 shall be subject to such restrictions as may be prescribed by law in the
inferests of national security, public order and the protection of public health or mordlity, or for
the purpose of securing due recognition and regpect for the rights and freedoms of others, or of
meeting the just requirements of the generadl welfare of a democratic 2ociety. For the purposes of
this paragraph “law" includes regulations made under the law for the time being relating to public
security,

Article 3(1)
No pergon shall propagate war or advocate hational, racial or religious hatred that constitutes
incitement to discrimination, hostility or violence.
Article 3(2)

Every person who—

= aftempts to commit;

“ aide or abetsa in the commigsion of’; or

=2 threatens to commit,

an offence referred to in subsection (1), shall be quilty of an offence under this Act.

Chapter XV on offences relating to religion, specifically Section 291A and 291B Section 120 on
“exciting or attempting to excite disaffection”




Section 2(1)(h)

Any person who by words either spoken or infended to be read or by signe or by visible
representations or otherwise cauges or intends to cause commission of acte of violence or
religious, racial or communal disharmony or feelings of il-will or hostility between different
commuhitieg or racial or religious groupe shall be guilty of an of fence under this Act,

Section 14(2)(a)(i1)

No person shall, without the approval in writing of a competent authority, print or publigh in any
newspaper any matter relating to incitement to violence, or which ig likely to cause religious, racial
or comimunal disharmony or feeling of ill-will or hostility between different communities or racial or

religious groups.

Section 79(2)

Any pereon who in any public place or af any public meefing uses threatening, abusive or ingulting
words or behaviour which ie infended to provoke a breach of the peace or whereby a breach of
the peace ig likely to be occasioned, ¢hall be quitty of an offence under this gection.

Section 98

Any person who shall spread false reports with the view to alarm the inhabitants of any place
within SriLanka and create a panic shall be guilty of an offence, and be liable to a fine not exceeding
two hundred rupees, or o imprisonment, with or without hard labour, for any period not exceeding
twelve montha ; and if he shall be convicted a second time, or shall persiat in the offence ofter
warhing to desist, he shall be lible to corpordl punishment not exceeding fwenty laghes,

Section 5 on "Power of President to make emergency regulations”
Section 7 on "Emergency regulations to prevail over other law.”

Section 3(1)

Nothing in this Act shall apply to any person accused or ingpected of having commuted, or
convicted of, an offence under, the Prevention of Terrorism (Temporary Provigiong) Act. No 48
of 1979, Regulations made under the Public Security Ordinance or any other written law which
makes express provision in respect of the release on bail of persons accused or augpected of
having committed, or convicted of, offences under such other wiritten law,




Section 5(f)
For the purpoge of achieving the objects referred to in section 4, the Authority shall have the
following powers, and duties to take auch regulatory measures as may be prescribed to comply
with any general or special directions that may be given to him from time fo time by the
Government of Sri Lanka in the interest of national security, public order and the defence of the
country

Section 53

Every person who by himeelf or by his agent or servant tenders for transmission at any
telecommunication office any message of an indecent, obscene, seditious, scurrilous, threatening
or grossly of fensive character, shall be guitty of an of fence and shall be liable on convictionto afine
not exceeding five thousand rupees or to imprisonment of either description for a term not
exceeding six months, or to both such fine and such imprisonment

%

Section 6
Offences committed against national security,

Any peraon who intentionally causes a computer to perform any function, knowing or having reason
to believe that auch function will result in danger or imminent danger to—

3¢ national security;

3 the national economy; or

X public order,

shall be guilty of an offence and shall on conviction be punishable with imprisonment of either
description for a term not exceeding five years,

Sections 11-21
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Potentia number of usere on Potential number of usere on
Inetagram - 1.3 million Facebook Messenger - Twitter - 187,200
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ANNEX 4
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PEST Andlyeis (Political, Economic, Social and Technological)

What i it ?

It is best to begin with this tool as it maps the external trenda or forces that may have a positive
or hegative impact on the organiaation. Thig exercige can be framed around three things; identify
the key political, economic, social and technological factors in the external environment of the
organization, analyse the factors in ferms of opportunities, ricks and threate that they would
form for communications of the organization and determine what the next steps for the
organization would be (ex- can any threats be turned into opportunities).

Shortcomings

Sotne possible shortcomings of this tool are that we could mise out on key factors just because
we've diready got some under a category and decide to move on, while carrying out the exercise we
may forget why externdl factors are strategically important for the organization and merely go
through the motions for the sake of it, and we can sometimes get stuck in only listing what we
already know 80 we heed to proactively think of hew/emerging factors we may hot be very familiar
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Brainatorm to identify ol possible audience segments related to your issue
[z} Place themin one or both of the frameworks below to determine the target audiences of your
countergpeech content and campaign.

Audience power and interest mapping

Keep satisfied

(uomod 0jon)

Monitor (not necesgary to Keep informed
communicate with) '

o

é---;- o Tk Y i L

Audience attitude and involvement mapping™

HIGH

r-;IJ.(:TI-( INVOLVEMENT, NEGATIVE nmwoe

Moat Likely Chonges: Maove to high involverment, |
low Attitude (do lesa harm) Move to low
involvement, negative Attifude (do kese horm)

Examples of Audience Types: DS Speckers,
People Likely to Participate in Group- Targeted
Harm Willingly: People Who Encourage Othens fo
Participate in Ds and/or Group-Targeted Harm, : e

Infkiential Leoders, Information Spreaders LPﬂm‘quema’d.p-TargefethmRMmﬁv

LOW INVOLVEMENT,NEGATIVE ATTITUDE | § LOWINVOLVEMENT NEUTRALATTITUDE

Most Likely Changes: Prevent from maoving to high
Tnvolvement, negative Attitude (do nof do more
harm); Move to low Involvement, low Attitude (do

leas harm) (pr'everrrhu'm l‘ncreueec‘r\mceaf posurrwe uctron) :

Examples of Audience Types: Engoged Audience
J Membens

i<

NEGATIVE

E_w_&cl_mhs of aqm-w-_mm Audieme

% Rachel Brown (n 28)
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