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Computer virus

A computer virus is
I a computer program that
 can copy itself and infect
| acomputer without permis
| sion or knowledge of the
user. However, the term
“yirus” is commonly used,
albeit erroneously, to refer to many different
types of malware programs. The original virus
may modify the copies, or the copies may
modify themselves, as occurs in a meta
morphic virus. A virus can only spread from
one computer to another when itshost is taken
to the uninfected computer, for instance by
auser sending it over a network or the Inter
net, or by carrying it ona removable medium
such as a floppy disk, CD, or USB drive.
Additionally, viruses can spread to other com
puters by infecting files on a network file
system or a file system that is accessed by
another computer. Viruses are sometimes
confused with computer worms and Trojan
horses. A worm can spread itself to other
computers without needing to be transferred
as part of ahost, and a Trojan horse is a file
that appears harmless until executed.

Many personal computers are now
connected to the Internet and to local area
networks, facilitating the spread of malicious
code. Today’s viruses may also take advan
tage of network services such as the World
Wide Web, e-mail, and file sharing systems
to spread, blurring the line between viruses
and worms. Furthermore, some sources use
an alternative terminology in which a virus
is any form of self-replicating malware.

Some viruses are programmed to
damage the computer by damaging

[Mrs. V. Jeyaganesharj
Teacher, J/V/C

programs, deleting files, or reformatting the
hard disk. Others are not designed to do
any damage, but simply replicate themselves
and perhaps make their presence known
by presenting text, video, or audio
messages. Even these benign viruses can
create problems for the computer user. They
typically take up computer memory used
by legitimate programs. As aresult, they
often cause erratic behavior and can result
in system crashes. In addition, many viruses
are bug-ridden, and these bugs may lead
to system crashes and data loss

The first PC virus was a boot sector
virus called (¢) Brain, created in 1986 by
two brothers, Basit and Amjad Farooq Alvi,
operating out of Lahore, Pakistan. The
brothers reportedly created the virus to
deter pirated copies of software they had
written. However, analysts have claimed
that the Ashar virus, a variant of Brain,
possibly predated it based on code within
the virus.

Before computer networks became
widespread, most viruses spread on
removable media, particularly floppy disks.
In the early days of the personal computer,
many users regularly exchanged information
and programs on floppies. Some viruses
spread by infecting programs stored on
these disks, while others installed
themselves into the disk boot sector,
ensuring that they would be run when the
user booted the computer from the disk.

Traditional computer viruses emerged
in the 1980s, driven by the spread of
personal computers and the resultant
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increase in BBS and modem use, and
software sharing. Bulletin board driven
software sharing contributed directly to the
spread of Trojan horse programs, and
viruses were written to infect popularly
traded software. Shareware and bootleg
software were equally common vectors for
viruses on BBS’s. Within the “pirate scene”
of hobbyists trading illicit copies of retail
software, traders in a hurry to obtain the
latest applications and games were easy
targets for viruses.

Since the mid-1990s, macro viruses
have become common. Most of these
viruses are written in the scripting languages
for Microsoft programs such as Word and
Excel. These viruses spread in Microsoft
Office by infecting documents and
spreadsheets. Since Word and Excel were
also available for Mac OS, most of these
viruses were able to spread on Macintosh
computers as well. Most of these viruses
did not have the ability to send infected e-
mail. Those viruses which did spread
through e-mail took advantage of the
Microsoft Outlook COM interface.

Macro viruses pose unique problems
for detection software. For example, some
versions of Microsoft Word allowed macros
to replicate themselves with additional blank
lines. The virus behaved identically but
would be misidentified as a new virus. In
another example, if two macro viruses
simultaneously infect a document, the
combination of the two, if also self-
replicating, can appear as a “mating” of the
two and would likely be detected as a virus
unique from the “parents”.””

A virus may also send a web address
link as an instant message to all the contacts

on an infected machine. If the recipient,
thinking the link is from a friend (a trusted
source) follows the link to the website, the
virus hosted at the site may be able to infect
this new computer and continue
propagating.

Anti-virus software and other
preventive measures

Many users install anti-virus software
that can detect and eliminate known viruses
after the computer downloads or runs the
executable. There are two common
methods that an anti-virus software
application uses to detect viruses. The first,
and by far the most common method of virus
detection is using a list of virus signature
definitions. This works by examining the
content of the computer’s memory (its
RAM, and boot sectors) and the files stored
on fixed or removable drives (hard drives,
floppy drives), and comparing those files
against a database of known virus
“signatures”. The disadvantage of this
detection method is that users are only
protected from viruses that pre-date their
last virus definition update. The second
method is to use a heuristic algorithm to find
viruses based on common behaviors. This
method has the ability to detect viruses that
anti-virus security firms’ have yet to create
a signature for. Some anti-virus programs
are able to scan opened files in addition to
sent and received e-mails ‘on the fly’ ina
similar manner. This practice is known as
“on-access scanning.” Anti-virus software
does not change the underlying capability
of host software to transmit viruses. Users
must update their software regularly to
patch security holes. Anti-virus software
also needs to be regularly updated in order
to prevent the latest threats.
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One may also prevent the damage
done by viruses by making regular backups
of data (and the Operating Systems) on
different media, that are either kept
unconnected to the system (most of the
time), read-only or not accessible for other
reasons, such as using different file systems.
This way, if data is lost through a virus, one
can start again using the backup (which
should preferably be recent). If a backup
session on optical media like CD and DVD
is closed, it becomes read-only and can no
longer be affected by a virus. Likewise, an
Operating System on a bootable can be
used to start the computer if the installed
Operating Systems become unusable.
Another method is to use different
Operating Systems on different file systems.
A virus is not likely to affect both. Data
backups can also be put on different file
systems. For example, Linux requires
specific software to write to NTFS
partitions, so if one does not install such
software and uses a separate installation of
MS Windows to make the backups on an
NTFS partition, the backup should remain
safe from any Linux viruses. Likewise, MS
Windows can not read file systems like ext3,
so if one normally uses MS Windows, the
backups can be made on an ext3 partition
using a Linux installation.

Recovery methods

Once acomputer has been compromised
byavirus, it is usually unsafe to continue using
the same computer without completely reins
talling the operating system. However, there
are anumber of recovery options that exist
after a computer has a virus. These actions
depend on severity of the type of Virus.

Virus removal
One possibility on Windows XP and
Vista is a tool known as System Restore,

which restores the registry and critical
system files to a previous checkpoint. Often
a virus will cause a system to hang, and a
subsequent hard reboot will render a system
restore point from the same day corrupt.
Restore points from previous days should
work provided the virus is not designed to
corrupt the restore files. Some viruses,
however, disable system restore and other
important tools such as Task Manager and
Command Prompt. An example of a virus
that does this is CiaDoor.

Administrators have the option to
disable such tools from limited users for
various reasons. The virus modifies the
registry to do the same, except, when the
Administrator is controlling the computer,
it blocks all users from accessing the tools.
When an infected tool activates it gives the
message ‘“Task Manager has been disabled
by your administrator.”, even if the user
trying to open the program is the
administrator.

Operating system reinstallation

Reinstalling the operating system is
another approach to virus removal. It
involves simply reformatting the OS partition
and installing the OS from its original media,
orimaging the partition with a clean backup
image (taken with Ghost, for example).

This method has the benefits of being
simple to do, can be faster than running
multiple anti-virus scans, and is guaranteed
to remove any malware. Downsides include
having to reinstall all other software as well
as the operating system. User data can be
backed up by booting off of a LiveCD or
putting the hard drive into another computer
and booting from the other computer’s

operating system. ’ % 4

Reference :
www.wekipedia.com

i L

aD



A iateurT alanearTa)dseblD
FbanDdDH BHTevalujLb

cuen [y 6fil60 & & 6w LD

sesflwng Sieveogy) Brieuetid @eTplel 2 HUSHS, BISTE| STIEWILDTE
SIBEIL6T QSTLILULTS @roewns) NINGSS B, S anuGsen
GUNEID g6t OUNGLE WICHEIDTH O\STELLETEET BLLFGLT 6ULDTRIGL
LLefl6bsmeowimusient BigsemsiLl meitenio, Semip eeuafleun] eflenemaymemm@D.

Qeuefieuntl eflenensilsiT ausDEST CLIMEHETTSTT HLOUSHSUTHT SeliLiemL us)
c9‘D 2_hugdufed \eusriieunl eflenareyseit

9 misTsiled aeuerflauml eflenereyset

8) seoli eeusrileuntil eflsmereusert

3) e pusd eaefleunfl eflewereyse

o husd mLagsmaWlsT sjawions & GanssUUGaaTD aesfeaut 6fl6m61T6Y & 61T
BeaILNGID. HesfiBLT / Brieueb @emsle DL bLeesmaUTeTTE & HauTHaLILILS eTene
©_pusBLTETIGETE 2 HLSS BLAIGEMSUTED OFHESHMET GDD&sGaT / S B5ifl&sGaum
QEIBeTNBLNEID SisETOUNGLE WICHEIOT® Osn@LLeGaT / Bri FELT SULDMRIGLILIL
eflsbemeowinuiles Sisweu 2_MLisd cleuerfieuril eHleneITeySH6T ShGLD.

2 pL&d elaueiaumd] eflswemeayeer BepauemsLILIBLD.
01. & pusduied Cpisaeiu aaefant daerasdr @eaefian peraawen)

sefimUl / Brieued @eiler & HuSS HLeusmaUleTTed 2 _HEUTSBLILLG eJ6menTil
2 _Hugdwneniseng & HLiSSuTed BeenLd el CLTSHILD &6t eWIMBLG eTeu6flg O\BTBLILIGTRILD
aupraisLILLsflsdsneowmuissr Siemeu 2_HLiGEUT6d GrrTsseufl eeustieur] efleneTESHEMM@LD. |

®_ + Ib s elihuenen QFILD CHETESM PMHauT LHHEHTLEDS SEOLDLILISEDTITED
Suwedled 2_aiTen Ggevt euaTILILITEMSE SEMLEHGSLD [HETEHAHLDE.

02.2_pusduier adisaamiu aeaefiant seaaser Eeuefiaud egeoey Di6v60g SEDLDE&E)
sefipLl / Boieuetd @erpilelr 2 HusHd BLOIREGESUTNESTE & HauTsSUULE eTemeur
o_pugduneneng 2 HusBuled Semip eHLLLBUTSYD g6 UTGLE 61516615 BLLAGLD
suprhisLILIL 6flsbemeowimuiesr Siemen 2_hLisSudled a1 éeeumfiu Qauerlleunt] efleweeySBETIELD.
o +1b : @@ OsmiheTeme slasmer Sphmi Bifled &60ss6HGaBTE bs Heogll
LWSTLIGSEID efleusmuiuies efleenss6d GHDEUEDLS60.

3. EETe) Oauefleunil eflewereyaeir

s6vfl LTS @asjaj [BL6UIR&E0SUIETTTED 2_(HeunéaLILL (B w6 HisIGaNTS] LLIeTUTLEwL
SiBsMEECAT / GEDHEGaIT AFLISETHELNFILD g6t OLMGLE WITCSEIELDNH \&M@LILIeTE6T
b1 L FGLIT euprhisLILIL eflsdsmeowimuiietr Siswey misFefletr eleuerflourl 6HlEETESHETTESLD.

e X

.




meieier aaueflaunfl sflevenayset BapeusnasLLIGLD.
01) mieelled GrpisssevotiL 6leverfieum eXleweneyessit

6ol BLIGI EIGT6Y BLeugsmaUIeTTE & (HaNEsUILLE TeneTw HISTEaITTS LILIGTLIMT oL
Sidafes OFLSSTDEUTGID Sisei OUNGLEG WNGSEIOIN®H OETBLILETEY aupmisLILILeflsdans
winuflstr Siewmeu EHIST6H60 Criaemnf Oeuefieunt sfleneraisemmeLb.
©_+1b : esfipLl &ansTT CFameIsHameT LILGTLIGSSIISTE FepsSSHNES SeDLEGLD HETERLDSET.

oz, g/asjaﬂsii e18lis sevvfliLl 6 everfleunr] 6Xlewereyeseir

SETBLITE] HIST6Y [BLal&HmeUTleTed &_(HeuTseLILIL B e HisICaTs) Hisisied Senio
guGeTn SiCHCeuemeT A6t OLIMMBLEG 66u6fls HULFGLD cuprisLILIL6fldeneowimuies Siene
misiefled sdisseniiu aeuafleunt sfleneneysemm@Lb.
9_+1D RHEUT IHETEUES IHBHLDNS DG S(BHEIUSTE0 Sieoaufihe erbLGLD LTSS 6.

8) seoliy aauafleurfl eflewenajseit
1 2 husdm suesenauded 2 meunssLiil G LAmiletr misie) bLasmaulied Lwetm soL Hd sflésCoun/
GEMDESEEUT EIFILICUETT.
2 +b1 : Qe Ly, eibLenensats LyECST L Sms LpmofadernGLns) sidulisd aesdegid T
| BGEILL S LTSS 1EGE6.
2_+1b 2: agmflheneneouied Bambel OeuefiGMID Lsmaulemed sl b smhepm HHwedleyieimer
L& Greundles CoiBE6v.

2. mBI6 BLEMSILITED 2 HaunssLLLG NneT 2 HLss mLemSUTed 2_MLISHE e\Feoene
GODESECT / HBsMEeE6uT OFILIeI6DT.
2_+1b 1: H6UT S6vrg) 1L 16T LHeOled SHDPGEHETE: SeTTs6I]T REflLISHDS EUEDIHSSEVITEO HSEHEDT
unigseubld TésT sallL sPenmed Siwiedlaysitar Gaefy snaneouled aubLON6ILD Bids&s60.
2_+1b 2 : @HeUT LDGIFTILD SiBHESEL G F&55LD O\FIICIGETED Hiiellsd 2_6iTerm se6defl Bryieues gdetr
6)(HLDMEVTLD LITHSHSLILIBS60.

SfLLLCL 6)F608)

QLML a6 Caameuseafieit £ HLSS HIsTaSHSTE SevlibLT / BnieIeTsSNHES LB 656060616
GMSGLD. BF| seTsGS6re0 LHLLILIGaISTE 2_DLISE HIBIE QF6HE6T ILHIGSDE!. SHEvTT60
B6u sbenss: Gaerefl, BLbLIeOlsd LTSt LIS epsvid efleweouiled ©_6ierLrhi@L. sTenrGeu GesiliLiL
615606 FHE0DS 6fleweoL! OLIMITl LPEDMES 2L LILL HNEGSLD.

2 +b: EWNBLBET CFemeuseilsit 2 MLSSEE LWGTLEGSSILIGLD [Be0LD, 2 6WLpLiLy, (&6, (pwihH&
SpBw 2_PHLSHE SMTenlsHEHsHE QUPHIGLD aUTLDS, saedl, aulle, BeomuLd GLTeiTmen6u
Fpensuied ITdLedlEELb.

FAPEE 61560
BeuflLILLL e\FevemauLiLb esuerliaumifle: O\Feoemaid ©_6iTem_sSUISTELD. SevlILILI L uHLD FeLpessdett
B SHRIBLD DHEWSHIITED SEVlILILILL E)FEVELD FeLpSH& 61F606HENI6IT 2_6TENTLMRIGLD.

FeLpsE §61606) = HEALILILL 615606 + Q\auerfleuniie OFevey

@




crenCeu QeueflauTils OEeva BT 2 6o Bemeoulied GefiliLL &eoeme 6L Eelpsd E1F6veY
©_WIFEUTETTENE BHSSLD.

Felpsd 615606 - euaflauile QFeve) = SeoliliLILL 61F606)
FApSE 1F606Y - HEILILILL 615606 = eeueieurls e1Fev6)

SefllILLL [HETEnLD

SEAILLL BETEDLD 6T6hTLIS! EWIMBLE6T Ceeneus el o husd / msieflenmed sesfimLl / B
AeTEENEG gHLGLD SHEIFnEmBDETS &DER6NE. e emHes efleweoll QUTMILPEDDS
GLULLSTSLD. ;
9 +ib : OLN(BLEST GFDEUGET 2_HLiGE eLpedld GUILLILL [BrieuesTid GILIMILD 6)(BLDMTEDTLD.

Felps [HETTEMLD
SefilurL Besrenenwiu|id suefleurl BETEDLDEOIILLD 2_6TETLSSUSTGLD. SeoflLiLiLeubLD
FeLpaSHETT GIMHIGLDTENSILITED SEUfILILILL [BESTEDLDULD Felps: IB6STERLDUIEDIST DL MRIGLD.

FelDS MHETTENLD = GHEILILIL L HE5TEnLD + GeuerileurTl [petTemLD
eLpS b 5 B B

s1eGeu Gleuerflunt] metremip ©_6item Beweoudled GeufliiL FeiTenEDW 6flL Felps HeiTemD
O _WIf6UNES SMeuoTLILI(BLD.

FeLps BetTemLD — Seuetfleur ] BetTewid = GefliLL L BetTEnLD

FeLps: HETEOLD ~ HEVILILILL [B65TEmLD = Seuerfleurl BesTemLD

spms5sH Gsmeve

SIS F6:SE6T EWINBATTST FHUTled SPEDLOLITETSID Fepss fHuded BHUITETTEILDITETT FLOIBEEVEMILI
SiEDLILIS SEUMIEEHTID 6160601 BENEOEDLDSHEBLD EHEDSSH QETEOEALINGLD. HBTEUS DiEDLHSIOSTETENE
FRUQUISTSEETET L&E AD[BES BENEOEDLI FHENS HEDLILIME [Bmeveml S5 GSD&SLD.

2_pusduier Gpisseniu Aeefiaunt eleverefieomed spHews CoHneeiluienL ged
Sm

A\ Ss
Pl o dseesuu ¢ eeuerfleurfl BetTemLD
st
E E Dm
l_" S

Qm Qs
EUEDTLIL SSE0TLIQ
Dm= &memss Gaee
Sm=  sefiluurL aFeoeiles SipiLIDLUTEO BHBESSETD &b60s [BILDLIEO cueneTul
Qe — . . 6 . S couin i fianal
Sm - Ss= BevesEsal Side: fHuleoner BevLereuer ieusfiourt] [BEITEDLDEDILIS GMISEETDSI.

@ it @




E= sapas S amihs soaiaeounsid.
E= #penpp sbems sweflaveownsed Pm, Qm erstrues Spemip gioevflemen ot rmusemmaeyid
SDETDD CU6TT RGIGELTEHEILD HEDLDBETDS!.
oeuefleunfl BetTEDDSETET \GBTBLILIETEY QFUILILILILTEDLOWINED DG SEUAILILLL [BETEMLDSGET
(B&ﬁéi&ﬂu@mﬁsbsmm. B&6uTrI60 6616060 (PENMEMLD FepSHHNES CoHemeuLiTe Hereneusil Gemmeurs
o husS OeIdeTDE!. HPSTHY el REISSLTE B SHEDLDEISITED FbNS CHTEvEHILIDL TN,

2 pusduie adissamiu aaefiant sisverdeamsd spams ConeoeilimLged

aeuerfleuntl e \Fev6y

Dm

Dm= e&mbenss Casitefl cusmenud

Sm=  sefiliurL eesvsiel SiglieoLuled BmeSen &Hbens BLbLIE uemeTul

Ss=  sepss aFeoey JeliLienLuled seps BrLbLIed

(Sm -Ss)= Beweoses8 Sige fHuleonen GevLoleue Qeueflaurl Olesvemeus PGS

E=  &apss Speir aimiihs sneflepsown@io.

E=  #pempp spbes sweflameownsaid Pm, Qm aeirien Spenmbp sioefienss ol misemnaeyb
SOETHD CUET REIGSELTHELD SHEOLDEGTDE.

aeuerllaunl (1F66&HEHES HLLA®G QUDMRIGLILILTEHLOWITE gl SEfLILLL O1F606SEET
Bi&H&LILLENmEn. BHETTEO FpsS5SDHEG Comauner Seneneaisil. saBgeoner 2 HusH
QFideingl. SDETHD CUOT REIGSLNE B SERDAISEUINED FHEDS GHTEVEHUIEDLILD.
¢ ¢ ¢
2_sr18s/emevor : LITGLDE6UTEDT

melieor DMHiseT Hed
u 1D & ai@mmasw' ) pemflusiser,

Arustigfer wAELLSSe (Intelligents Island) gsinen Soesdab peer soacs

OamBlevmiLLs speliseenti (Fiber Opticalie) Lnms8 eupdempgl. egstelsin S800 Game
US($) QLIT6\)LT m&msﬁm ;ngnmﬂggmm LIBDAU[TL &8 agncg,g (Fiver Optlc Multlmedxa Net-




g

S. Barath

o L

center manager

Rs. 20000.00

No pay amount = Basic salary / 30* No pay days

Salary for EPF = Basic salary — No pay Amount

EPF = Basic salary *8/100

ETF = Basic salary *3/100«

Load Deduction = Load *10/100

Total deduction = EPF + Advance + other deduction — Loan
Gross salary = Basic salary — Total deduction

Over time amount = Basic salary /30/8* over time hours*1.4

Earning = Allowance + Overtime Amount

Net salary = Gross salary Earnings
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