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Wi-F'7 /Velworks

Wi-Fi is a trademark of the Wi-Fi Alliance, founded in 1999 as
Wireless Internet Compatibility Alliance (WICA), comprising more
than 300 companies, whose products are certified by the Wi-Fi
Alliance. This certification warrants interoperability between different
wireless devices.

Origin and meaning of the term ‘Wi-Fi’ :-

The term "Wi-Fi" suggests "Wireless Fidelity", comparing with
the long-established audio recording term "High Fidelity" or "Hi-Fi",
and "Wireless Fidelity" has often been used in an informal way, even
by the Wi-Fi Alliance itself, but officially the term does not mean
anything.

The Alliance has since downplayed the connection to "Hi-Fi".
Their official position is that it is merely a brand name that stands for

nothing in particular, and they now discourage the use of the term
"Wireless Fidelity".

The alliance was founded because many
products did not correctly implement and
some included proprietary extensions.
This led to incompatibilities between
products from different manufacturers.
The Wi-Fi Alliance tests the wireless
components to their own terms of reference. Products that pass
become Wi-Fi certified and may carry the Wi-Fi logo. Only products of
Wi-Fi Members are tested, because they pay membership and per-
item fees. Absence of the Wi-Fi logo does not necessarily mean non-

compliance with the standard.
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In France, Poland, the United States, and some other
countries, the term Wi-Fi often is used by the public as a synonym for
wireless Internet (WLAN); but not every wireless Internet product has
a Wi-Fi certification, which may be because of certification costs that
must be paid for each certified device type.

Wi-Fi certification is provided for technology used in home
networks, mobile phones, video games, and other devices that
require wireless networking.

Wi-Fi is supported by most personal computer operating
systems, many game consoles, laptops, smart phones, printers, and
other peripherals.

Uses:-

A Wi-Fi enabled device such as a PC, game console, mobile
phone, MP3 player or PDA can connect to the Internet when within
range of a wireless network connected to the Internet. The coverage
of one or more interconnected access points ( called a hotspot ) can
comprise an area as small as a single room with wireless-opaque walls
or as large as many square miles covered by overlapping access
points. Wi-Fi technology has served to set up mesh networks, for
example, in London. Both architectures can operate in community
networks.

In addition to restricted use in homes and offices, Wi-Fi can
make access publicly available at Wi-Fi hotspots provided either free
of charge or to subscribers to various providers. Organizations and
businesses such as airports, hotels and restaurants often provide free
hotspots to attract or assist clients. Enthusiasts or authorities who
wish to provide services or even to promote business in a given area
sometimes provide free access.
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Wi-Fi also allows connectivity in peer-to-peer (wireless ad-hoc
network) mode, which enables devices to connect directly with each
other. This connectivity mode can prove useful in consumer
electronics and gaming applications. '

When wireless networking technology first entered the market
many problems ensued for consumers who could not rely on products
from different vendors working together. The Wi-Fi Alliance began as
a community to solve this issue — aiming to address the needs of the
end-user and to allow the technology to mature. The Alliance created
the branding Wi-Fi CERTIFIED to reassure consumers that products
will interoperate with other products displaying the same branding.
Many consumer devices use Wi-Fi. Amongst others, personal
computers can network to each other and connect to the Internet,
mobile computers can connect to the Internet from any Wi-Fi
hotspot, and digital cameras can transfer images wirelessly.

As of 2007 Wi-Fi technology had spread widely within business
and industrial sites. In business environments, just like other
environments, increasing the number of Wi-Fi access-points provides
redundancy, support for fast roaming and increased overall network-
capacity by using more channels or by defining smaller cells. Wi-Fi
enables wireless voice-applications. Over the vyears, Wi-Fi
implementations have moved toward "thin" access-points, with more
of the network intelligence housed in a centralized network
appliance, relegating individual access-points to the role of mere
"dumb" radios. Outdoor applications may utilize true mesh
topologies. As of 2007 Wi-Fi installations can provide a secure
computer networking gateway, firewall, DHCP server, intrusion
detection system, and other functions.

Advantages and challenges:-
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Wi-Fi allows Local Area
Networks (LANs) to be deployed
without wires for client devices,
typically reducing the costs of
network deployment and
expansion. Spaces where cables
cannot be run, such as outdoor
areas and historical buildings,
can host wireless LANs.

A keychain size Wi-Fidetector :-

Wireless network adapters are now built into most laptops. The
price of chipsets for Wi-Fi continues to drop, making it an economical
networking option included in even more devices. Wi-Fi has become
widespread in corporate infrastructures.

Different competitive brands of access points and client network
interfaces are inter-operable at a basic level of service. Products
designated as "Wi-Fi Certified" by the Wi-Fi Alliance are backwards
compatible. Wi-Fi is a global set of standards. Unlike mobile telephones,
any standard Wi-Fi device will work anywhere in the world.

Wi-Fi is widely available in more than 220,000 public hotspots

and tens of millions of homes and corporate and university campuses
worldwide. Wi-Fi Protected Access encryption is not easily cracked if
strong passwords are used. New protocols for Quality of Service make
Wi-Fi more suitable for latency-sensitive applications (such as voice and
video), and power saving mechanisms improve battery operation.
Wi-Fi networks have limited range. A typical Wi-Fi home router with a
stock antenna might have a range of 32 m (120 ft) indoors and 95 m (300
ft) outdoors. Range also varies with frequency band. Wi-Fiin the 2.4 GHz
frequency block has slightly better range than Wi-Fiinthe 5
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GHz frequency block. Outdoor range with improved (directional)
antennas can be several kilometers or more with line-of-sight.

The most common wireless encryption standard, Wired
Equivalent Privacy or WEP, has been shown to be easily breakable
_even when correctly configured. Wi-Fi Protected Access (WPA and
WPA2), which began shipping in 2003, aims to solve this problem and
is now available on most products. Wi-Fi Access Points typically
default to an "open" (encryption-free) mode. Novice users benefit
from a zero-configuration device that works out of the box, but this
default is without any wireless security enabled, providing open
wireless access to their LAN. To turn security on requires the user to
configure the device, usually via a software graphical user interface
(GUI). Wi-Fi networks that are open (unencrypted) can be monitored
and used to read and copy data (including personal information)
transmitted over the network, unless another security method is used
to secure the data, such as a secure web page.

Wi-Fi pollution, or an excessive number of access points in the
area, especially on the same or neighboring channel, can prevent
access and interfere with the use of other access points by others,
caused by overlapping channels, as well as with decreased signal-to-
noise ratio between access points. This can be a problem in high-
density areas, such as large apartment complexes or office buildings
with many Wi-Fi access points. Additionally, other devices use the 2.4
GHz band: microwave ovens, security cameras, Bluetooth devices and
(in some countries) Amateur radio, video senders, cordless phones
and baby monitors, all of which can cause significant additional
interference. General guidance to those who suffer these forms of
interference or network crowding is to migrate to a Wi-Fi 5 GHz
product, because the 5 GHz band is relatively unused, and there are
many more channels available. This also requires users to set up the 5
GHz band to be the preferred network in the client and to cdnfigure
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each network band to a different name. It is also an issue when
municipalities, or other large entities such as universities, seek to provide
large area coverage. This openness is also important to the success and
widespread use of 2.4 GHz Wi-Fi.

Hardware:-

A wireless access point (WAP) connects a group of wireless devices
to an adjacent wired LAN. An access point is similar to a network hub,
relaying data between connected wireless devices in addition to a
(usually) single connected wired device, most often an Ethernet hub or
switch, allowing wireless devices to communicate with other wired
devices.

Wireless adapters allow devices
to connect to a wireless network. These
adapters connect to devices using
various external or internal
interconnects such as PCl, miniPCl, USB,
Express Card, Card bus and PC card. Most
newer laptop computers are equipped
with internal adapters. Internal cards are
generally more difficult to install.

Wireless routers integrate a
Wireless Access Point, Ethernet switch,
and internal Router firmware
application that provides IP Routing
forwarding through an integrated WAN
interface. A wireless router allows wired
and wireless Ethernet LAN devices to
connect to a (usually) single WAN device
such as cable modem or DSL modem. A
wireless router allows all three devices
(mainly the access point and router) to
be configured through one central
utility. This utility is most usually an
integrated web server which serves web

25



and often optionally to WAN clients. This utility may also be an
application that is run on a desktop computer such as Apple's AirPort.

Wireless network bridges connect a wired network to a
“wireless network. This is different from an access point in the sense

that an access point connects wireless devices to a wired network at
the data-link layer. Two wireless bridges may be used to connect two
wired networks over a wireless link, useful in situations where a wired
connection may be unavailable, such as between two separate
homes.

Wireless range extenders or wireless repeaters can extend the
range of an existing wireless network. Range extenders can be
strategically placed to elongate a signal area or allow for the signal
area to reach around barriers such as those created in L-shaped
corridors. Wireless devices connected through repeaters will suffer
from an increased latency for each hop. Additionally, a wireless device
connected to any of the repeaters in the chain will have a throughput
that is limited by the weakest link between the two nodes in the chain
from which the connection originates to where the connection ends.

Embedded systems:-

Wi-Fi availability in the home is on the
increase. This extension of the Internet into
the home space will increasingly be used for
remote monitoring. Examples of remote
monitoring include security systems and tele-
medicine. In all these kinds of

implementation, if the Wi-Fi provision is
provided using a system running one of operating systems mentioned
above, then it becomes unfeasible due to weight, power consumption
and cost issues.
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Increasingly in the last few years (particularly as of early 2007),
embedded Wi-Fi modules have become available which come with a
real-time operating system and provide a simple means of wireless
enabling any device which has and communicates via a serial port.
This allows simple monitoring devices to be created. This Wi-Fi
enabled device effectively becomes part of the internet cloud and can
communicate with any other node on the internet. The data collected
can hop via the home's Wi-Fi access point to anywhere on the
internet.

These Wi-Fi modules are designed so that designers need
minimal Wi-Fi knowledge to wireless-enable their products.

Network security:-

Measures to deter unauthorized users include suppressing the
broadcast, allowing only computers with known MAC addresses to
join the network, and various encryption standards. Suppressed SSID
and MAC filtering are ineffective security methods as the SSID is
broadcast in the open in response to a client SSID query and a MAC
address can easily be spoofed. If the eavesdropper has the ability to
change his MAC address, then he can potentially join the network by
spoofing an authorized address.

WEP encryption can protect against casual snooping, but may
also produce a misguided sense of security since freely available tools
such as AirSnort or aircrack can quickly recover WEP encryption keys.
The newer Wi-Fi Protected Access (WPA) and encryption standards
resolve most of the serious weaknesses of WEP encryption.

History:-

Wi-Fi uses both single carrier direct-sequence spread
spectrum radio technology (part of the larger family of spread
spectrum systems) and multi-carrier OFDM (Orthogonal Frequency
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Division Multiplexing) radio technology. The regulations for
unlicensed spread spectrum enabled the development of Wi-Fi, its
onetime competitor HomeRF, Bluetooth, and many other products
such as some types of cordless telephones.

Unlicensed spread spectrum was first made available in the US
by the Federal Communications Commission in 1985 and these FCC
regulations were later copied with some changes in many other
countries enabling use of this technology in all major countries. The
FCC action was proposed by Michael Marcus of the FCC staff in 1980
and the subsequent regulatory action took 5 more years. It was part
of a broader proposal to allow civil use of spread spectrum technology
and was opposed at the time by main stream equipment
manufacturers and many radio system operators.

The precursor to Wi-Fi was invented in 1991 by NCR
Corporation/AT&T in Nieuwegein, the Netherlands. It was initially
intended for cashier systems. Vic Hayes, who held the chair for 10
years and has been named the 'father of Wi-Fi,' was involved in
designing standards.

Reference: WikiPedia '
By :- B. Banujan,
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